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ABSTRACT 

OBJECTIVE 

The paper aims to examine ethical, privacy, and governance challenges in AI-IoT (Artificial Intelligence-based Internet of 

Things) healthcare environments. 

DESIGN 

A total of 39 peer-reviewed open-access studies were screened and used for a systematic review using the PRISMA 

(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) framework. A multi-stage thematic analysis was 

used for identifying recurring patterns within the literature and answering the research questions. 

RESULTS/OUTCOMES 

The identified challenges in the AI-IoT healthcare ecosystems, arising from the thematic analysis, are privacy and 

continuous surveillance, algorithmic bias and lack of explainability, limitations for informed consent, and fragmented 

governance and accountability. 

CONCLUSION 

The findings, in sync with STS theory, indicate that challenges in AI-IoT healthcare systems cannot be addressed solely 

through technological innovations. In response, the study proposed an Integrated Human-Centric Trust Framework to 

integrate human intervention with technological advancements. 
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INTRODUCTION 

The healthcare industry is advancing due to continuous developments in digital technology, specifically Artificial 

Intelligence (AI) and the Internet of Things (IoT), creating smart healthcare networks that enable real-time tracking, 

predictive analysis, and customised medical treatment. IoT is benefitting the healthcare industry through increased 

innovation (80%), visibility across the organisation (76%), and cost savings (73%) through the use of devices, such as smart 

inhalers, connected medication dispensers, and wearable sensors [3]. Their applications lie in tracking vital signs and 

gathering large amounts of patient information for better diagnosis and treatment procedures. Even the introduction of 

the Internet of Medical Things (IoMT) in healthcare has led to uninterrupted communication between patients and 

healthcare providers. IoMT applications in portable diagnostic deliver patient care, allowing for remote care, disease 

prevention, and continuous patient monitoring, particularly for chronic disease patients and senior citizens [3]. However, 

the reliability of such technologies on a network makes them vulnerable to cyberattacks, creating privacy issues for 

personal information like identification and health status [4]. Also, continuous collection of large amounts of sensor data 

in healthcare settings might improve the quality of care but pose continuous ethical challenges in terms of data 

management, bias and fairness, and informed consent [5].  

 

The continuous flow of data enabled by IoT technology creates an ecosystem of constant surveillance, raising concerns 

about patients’ privacy [5]. In addition, the lack of transparency in medical AI development, also known as the ‘black 

box’ problem, raises concerns about trust, accountability, and fairness in healthcare services [6], [7]. This further reinforces 

the point of informed consent to understand why/how patient data is utilised by the governing bodies in AI-IoT-enabled 

healthcare [8]. Additionally, the conventional understanding of consent can no longer be applied to the healthcare 

system, given the constant flow of information enabled by IoT technology, which is reused for various purposes in 

healthcare settings [9], [10].   

 

Taken together, there is a strong need for explainability in governance and opening the black box has become essential 

to provide a watershed moment unpacking ethical, privacy, and governance concerns, including trust in AI-based IoT 

healthcare. While existing literature has extensively discussed privacy, explainability, ethical AI, and governance concerns 

in healthcare technologies, these discussions remain fragmented across technical, legal, and ethical domains. This study 

contributes by providing an integrated thematic synthesis of interconnected challenges, thereby presenting an 

Integrated Conceptual Human-Centric Trust Framework that positions trust, accountability, patient autonomy, and 

governance as central dimensions of AI-IoT healthcare implementation. The two research questions are: 

 

RQ1: What are the major ethical, privacy, and governance challenges associated with AI-IoT-enabled smart healthcare 

systems? 

RQ2: How do ethical, privacy, and governance challenges within AI-IoT healthcare ecosystems influence patient trust, 

accountability, and human-centred healthcare delivery? 

THEORETICAL LENS 

The study is conceptually led by Socio-Technical Systems (STS) Theory, emphasising the interdependent relationships 

between technological systems and social, institutional, and human environments within the healthcare industry. In this 

study, STS guides the thematic exploration of governance, trust, explainability, and human-centred healthcare delivery.  

 

LITERATURE REVIEW 

AI and IoT technologies have combined to become a transformative area of development in healthcare today, as they 

provide effective patient care through improved clinical delivery and accurate diagnosis. Rushabh et al. [1] found 

increasing applications of AI and IoT technologies, including patient monitoring systems, disease detection, and wearable 

devices, further highlighting the need for system accuracy, security, data collection and management, and privacy 

protection to support their continued development. Wearable devices and IoT-based healthcare systems enable 
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individualised and remote care by providing continuous monitoring of multiple physiological parameters and facilitating 

early disease detection [11], [12]. AI-based healthcare models have demonstrated similar reliability in predicting patient 

health outcomes and supporting clinicians’ decisions [13].  

 

Smart healthcare ecosystems focus on the contributions of AI-based IoT systems to addressing societal and healthcare 

issues, such as population growth, resource scarcity, and the management of chronic health conditions [14]. Emerging 

technologies have created new paradigms in personalised healthcare; however, IoT devices and their data collection 

processes have been recognised as potential sources of data privacy and security breaches [15], [16]. Various studies 

have highlighted the need to ensure security by implementing security models such as encryption and blockchain [17], 

[18].  

 

Furthermore, privacy is also at risk due to the widespread use of IoT monitoring systems that often operate without user 

consent or knowledge, challenging traditional healthcare models [8]. The integration of AI into these IoT monitoring 

systems raises further privacy concerns about algorithmic bias and fairness. Bias in the input data used to train the 

algorithms, and in the way algorithms are designed, means that individuals will receive inaccurate predictions and 

outcome measures, especially those belonging to disadvantaged populations [7], [19].  

 

In response to these concerns, Explainable AI (XAI) has emerged as a useful way to provide transparency and show how 

AI processes clinical decisions [20], [21].  Clinicians who use XAI methods such as Shapley Additive Explanations (SHAP) 

and Local Interpretable Model Agnostic Explanations (LIME) have a better understanding of the model’s output, in 

addition to trust in AI systems for patient treatment [22].  Another challenge in AI-IoT-based healthcare systems concerns 

informed consent. The traditional concept of consent is found to be inadequate in situations where data is constantly 

being created and reused [9]. New concepts such as dynamic consent and blockchain technology are proposed to 

address this challenge and provide users with better control and transparency in data usage [23]. Research highlights the 

importance of integrated governance and trustworthy AI models in the context of healthcare systems based on AI [24, 

25]. The challenges with AI-IoT systems in terms of ethics are not only issues of technological limitations but rather of 

governance concerns that involve patient autonomy, compliance, accountability, and the overall trust in healthcare 

delivery, by combining the points from the literature. Finally, patient trust and acceptability are essential for AI-based 

healthcare systems. Research has shown that although patients acknowledge the benefits of AI-enabled health care 

systems, they are apprehensive about the consequences of losing personal data, personal autonomy and human 

interaction in the decision-making process [26].  

RESEARCH GAPS  

Existing research studies have proposed XAI privacy-preserving technologies and dynamic consent models as effective 

solutions. Their relevance and implementation within healthcare have not been fully developed. Available studies provide 

a limited understanding of the combined impact of these ethical and governance issues on accountability, trust and the 

overall quality of healthcare delivery.  

 

METHODS 

RESEARCH DESIGN 

The study focuses on understanding AI and IoT-based ethical, privacy, and governance issues in healthcare, interrelating 

these constructs subjectively (guided by STS theory) and qualitatively (through a Systematic Literature Review). 

SEARCH STRATEGY 

A literature search was conducted using various databases, including Scopus, Springer, ScienceDirect, IEEE Xplore, and 

PubMed. These databases were considered for their broad coverage of interdisciplinary research involving healthcare 

technology applications, ethical AI, the IoT, and digital governance. 
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The search strategy employed Boolean operators and carefully selected keyword combinations to identify relevant 

scholarly literature related to Artificial Intelligence (AI), the Internet of Things (IoT), and healthcare ethics. Boolean 

operators such as “AND” were used to refine and narrow the search results by combining multiple concepts. The search 

string was: 

((“Artificial Intelligence” OR AI) AND (“Internet of Things” OR IoT OR “Internet of Medical Things” OR IoMT) AND (Healthcare 

OR “smart healthcare” OR “digital healthcare”)) AND (“healthcare ethics” OR “ethical issues” OR “ethical challenges” 

OR “AI governance in healthcare” OR “Explainable AI” OR XAI OR “healthcare data privacy” OR “data protection” OR 

“algorithmic bias in healthcare AI” OR “informed consent in AI healthcare systems”)) 

 

These combinations enabled the identification of studies focusing on technological integration, ethical challenges, 

governance frameworks, transparency, privacy concerns, bias in AI-driven decision-making, and patient consent within 

intelligent healthcare environments. 

INCLUSION CRITERIA 

• English-language publications  

• Literature focusing on AI, IoT, IoMT, machine learning, or explainable AI in healthcare contexts 

• Peer-reviewed journal articles, conference proceedings, and scholarly book chapters discussing ethical, legal, 

governance, privacy, transparency, consent, or accountability dimensions 

• Studies published between 2017 and 2025 

EXCLUSION CRITERIA 

• Studies unrelated to healthcare applications 

• Purely technical engineering studies without ethical or governance implications 

• Non-peer-reviewed sources, editorials, blogs, or news reports 

• Duplicate studies across databases 

• Articles lacking an accessible full text 

STUDY SELECTION PROCESS 

Based upon the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) framework (Figure 1), the 

initial search was started using the Boolean search strings. The initial search yielded 496 articles for the contemporary 

period. Upon screening, it was found that out of 496 articles, 96 articles were duplicates and were thus removed. Moving 

forward, the 96 articles were further screened on the basis of inclusion and exclusion criteria. This resulted in the removal 

of 115 studies. The remaining 285 studies were then sought for report retrieval. Only 63 studies were retrieved. These 63 

studies were then assessed on the basis of CASP (Critical Appraisal Skills Programme). Lastly, 39 studies were selected for 

the systematic literature review (Table 2).  
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FIGURE 1. PRISMA FLOWCHART 

 

Source: Constructed by Authors 

QUALITY APPRAISAL 

The CASP framework provided a means to ensure the methodological quality and credibility of included studies by 

assessing them against common criteria, including: clearly defined study objectives, adequate methodological rigour, 

apparent validity of findings, relevance of findings to the research problem, ethical considerations, and transparency of 

analysis. 

THEMATIC ANALYSIS 

A multi-stage coding process was followed to ensure thematic consistency and analytical transparency. During the initial 

open coding stage, recurring concepts such as surveillance, explainability, bias, accountability, and governance were 

identified in the literature. In the second stage, these descriptive codes were grouped through axial coding into 

conceptual categories, i.e., ethics, privacy, and governance (Table 1). Finally, refinement was conducted using selective 

coding to categorise codes into analytical themes, which formed the foundation of this research’s thematic 

interpretation. 
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TABLE 1. THEMATIC CODING AND CATEGORISATION 

Category Codes Themes Description 

Privacy 

privacy, surveillance, 

consent, data misuse, 

continuous monitoring 

Theme 1 (RQ1) 

Focuses on the protection of patient data, 

confidentiality, continuous IoT monitoring, informed 

consent practices, and risks associated with 

unauthorised access or secondary use of healthcare 

data. 

Ethics 

bias, explainability, 

transparency, trust, fairness, 

autonomy, human-centred 

care 

Theme 2 (RQ1) 

Covers ethical implications of AI-driven healthcare 

systems, including algorithmic bias, black-box AI, 

fairness in healthcare outcomes, transparency of 

decision-making, patient autonomy, and trust in AI 

systems. 

Governance 

governance, accountability, 

regulation, compliance, 

ethical oversight, liability 

Theme 3 (RQ1) 

Relates to regulatory frameworks, accountability 

mechanisms, AI governance structures, legal 

responsibility, policy compliance (e.g., GDPR), and 

institutional oversight of AI-IoT healthcare systems. 

Source: Compiled by Authors 

TABLE 2. SUMMARISATION OF LITERATURE 
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Source: Constructed by Authors 

 

ANALYSIS AND RESULTS 

THEME 1. PRIVACY AND CONTINUOUS DATA SURVEILLANCE (RQ1) 

Theme 1 aligns with patients’ private information, including physiological data, behavioural patterns, and lifestyle details 

being collected through AI-IoT devices. Cyberattacks and vulnerabilities in connected networks directly or indirectly 

challenge data surveillance, increasing risks of breaches, illegal access, and misuse. The use of centralised data storage, 

together with cloud computing services, further exacerbates risks because both storage systems and communication 

protocols have security weaknesses. The process of collecting data without notifying users results in patients experiencing 

invisible data extraction. The situation creates an unequal distribution of power between patients and healthcare 

providers, resulting in privacy issues. Moreover, the reuse of data for secondary purposes, such as research, data analysis, 

or business, has increased the complexity of informed consent. 
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THEME 2. ALGORITHMIC BIAS AND LACK OF EXPLAINABILITY (RQ1) 

Ethical challenges of AI-IoT systems are a lack of explainability and algorithmic bias that can arise for many reasons, 

including imbalanced datasets, lack of validation and weakness in governance measures during deployment. Biases 

shape and drive the unequal experiences of health care and significantly impact underrepresented patient populations. 

Additionally, the lack of understanding of AI-generated recommendations (in some cases) results in the black box 

property of AI systems and transparency issues. XAI could be a potential solution to increase transparency in the 

healthcare system, but it has to be paired with continuous ethical oversight and organisational accountability/prejudice 

checks. STS Theory suggests that these moral dilemmas should be approached not merely as a technical problem, but as 

a consequence of the closed relationships between technology, governance, healthcare organisations, and human 

decision-making. 

THEME 3. GOVERNANCE, REGULATION, AND ACCOUNTABILITY GAPS (RQ1) 

Theme 3 reflects the fact that AI-IoT systems deployed in health care settings are often subjected to governance and 

accountability issues. When the current regulatory and institutional frameworks don't evolve as quickly as AI technologies, 

the issues escalate into problems of patient safety, transparency, and institutional accountability. Rather, these 

governance issues, in the STS perspective, are not exclusively caused by the technological innovation itself, but by the 

complex interplay of factors, including AI systems, regulatory frameworks, healthcare contexts, and human decision-

making processes. Only an integrated governance approach can help address these issues and enhance transparency, 

compliance, patient trust and human-centred care. 

TRUST, ACCOUNTABILITY, HUMAN-CENTRED HEALTHCARE DELIVERY (RQ2) 

Thematic analysis collectively reveals that lack of trust in AI-IoT-based healthcare systems exists because of issues with 

surveillance, biased algorithmic methods and governance. Concerns about privacy introduced problems relating to 

autonomy and informed consent, and institutional control of patient data. Similarly, the opacity of AI also posed 

challenges to operational processes, impacting the accountability of healthcare professionals for patient outcomes. 

Moreover, roles to be held accountable are not clearly specified, leaving room for doubts about ethical responsibility, 

particularly in the case of wrong diagnosis or prognosis and adverse clinical results. All these factors significantly affect 

transparency, compliance and public confidence in AI-supported healthcare delivery. The research, therefore, suggests 

that accountability in AI-IoT systems is not merely a technical issue but also an institutional governance challenge (STS 

perspective). In this context, the Integrated Conceptual Human-Centric Trust Framework emerges as a socio-technical 

governance approach, aiming to strengthen ethical AI implementation, institutional trust, and patient-centred healthcare 

delivery in digitised healthcare environments. 

 

The Integrated Conceptual Human-Centric Trust Framework, as shown in Figure 2, builds a foundation for digital 

healthcare by outlining four fundamental elements of trust and how they impact transparency, patient control of data, 

fairness, and governance. Transparency supports clinical confidence because it enables stakeholders to make effective 

decisions using AI-IoT-supported systems. Patient control over data emphasises informed consent, privacy protection, and 

meaningful control over personal healthcare information. Fairness addresses the ethical risks of unequal healthcare 

outcomes caused by opaque AI decision-making processes. Governance functions as the foundational mechanism that 

supports institutional accountability, compliance and responsible AI deployment. At the centre of the frameworks is the 

Human-in-the-loop approach, suggesting that continued involvement of healthcare professionals is necessary in 

validating AI-supported decisions. From the STS perspective, it means that trustworthy healthcare requires a fine balance 

between technological innovations, human interventions, institutional accountability, patient-centred healthcare 

approaches and ethical oversight. 

 

This holistic framework combines patient autonomy, fairness, governance and human oversight, unlike current frameworks 

which tend to focus on one or the other or on technical transparency in isolation. It makes trust a governance and 

management issue, rather than a technical matter. Nevertheless, the framework is still conceptual and needs to be 

validated in various healthcare environments for its practical application and operational effectiveness. 
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FIGURE 2. HUMAN CENTRIC TRUST FRAMEWORK FOR IOT ENABLED SMART HEALTHCARE SYSTEMS 

 

Source: Constructed by Authors 

Whereas, given the current state of frameworks and literature, such as WHO Ethical guidelines, trustworthy AI models, and 

GPR principles, there is a lack of unified socio-technical perspectives, particularly with concepts of patient autonomy, 

transparency and fairness in place as well as governance and human oversight (Table 3). 

TABLE 3. COMPARISON BETWEEN EXISTING FRAMEWORKS 

Existing Frameworks Primary Focus Limitation Contribution of the Proposed 

Framework 

WHO Ethical AI 

Guidance 

Ethical AI principles Broad healthcare ethics 

orientation 

Integrates governance and trust within 

AI-IoT healthcare ecosystems 

GDPR Principles [28] Data privacy and 

compliance 

Focused mainly on 

data governance 

Incorporates institutional accountability 

and human oversight 

Trustworthy AI 

Frameworks [35] 

Transparency and 

fairness 

Limited healthcare 

operational focus 

Contextualises trust within healthcare 

delivery systems 

Healthcare 

Governance Models 

[25] 

Institutional 

accountability 

Limited AI-IoT 

integration 

Synthesises governance, ethics, and 

socio-technical trust dimensions 

Source: Compiled by Authors from [25, 26, 35] 

 

LIMITATIONS AND CONCLUSIONS 

Some of the limitations of this research are as follows: 

• The study relies on secondary literature and thematic analysis, which may introduce some subjectivity and bias in 

identifying and interpreting themes.  

• The small sample of 39 studies may not fully capture the rapidly evolving nature of AI-IoT technology.  

• The proposed framework is conceptual and is not empirically validated. 

 

These limitations call for future empirical studies to validate the findings and enhance the practical implementation and 

operational efficacy of the proposed framework. Given these findings, continued research is needed to fully grasp the 

intricate interplay between healthcare facilities, AI systems, governance, and human decision-making processes, and 
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shift the norms and expectations of AI use. Further studies are necessary to build a balance between technological 

advancements and human interventions. 
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